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Abstract

This paper presents an image encryption scheme that utilizes three moduli set. The proposed scheme is based on three moduli
set {2"-1, 2", 2"+1}, which is efficient, required little hardware, and did not diminish the Residue Number System dynamic
range. Also, it promises high speed, reduces area, decreases internal delay conversion from Residue Number System (RNS)
to binary. This is because in the reverse converter, the computation of the multiplicative inverse is removed and it achieves
low-power very large scale integration implementation for image processing such as digital image filtering. The end results
of the RNS image encoder in this new scheme are in small-word length and are arranged in a certain encrypted order. A
Residue-Binary converter (decoder) is used to recover the plain image. The proposed scheme is simulated on an image using
matrix laboratory tool. An attacker who breaks into network does not know the moduli set and the order of the encrypted bit
stream that are computed in parallel. The scheme can be applied to any image formats as against the best known state-of-the-
art.
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1.0 Introduction

Data encryption is important to the security and integrity of information to be transmitted through a network [1]. The need for
a secured communication is more profound than ever, recognizing the fact that the conduct of almost all our business and
personal matters are carried out today by computer networks. Different approaches have been proposed to perform the
encryption of an image. The approach presented by Wei et al [2] is restricted to joint photographic expert group file format
(JPEG), the algorithm used is modified Chinese remainder theorem. In another study, an encryption scheme using Chinese
remainder theorem was employed which supports only gray scale image and not suitable for VLSI implementation [1].

Digital image processing has been extensively used in desktop publishing, medical imaging, military target analysis,
manufacture automation control, machine vision, geo-physical imaging, graphic arts and multimedia [3]. Most of these
applications depend on the availability of compact and inexpensive hardware delivering the required high performance so
that very large scale integrated (\VVLSI) technology is of vital importance for digital image processing [4].

The security of information and digital images has become a major concern for the past few decades due to the rapid
advancement in internet and networking technologies [1]. Hence, in an environment where data encryption applications are
fast-evolving, an algorithm that offers efficient and low-complexity encryption can provide security for information against
intrusion and sophisticated threats that are currently ubiquitous [5]. Moreover, the information that has to be transmitted must
be encrypted to reduce the size of the data and increase processing speed. With the increasing use of digital techniques for
transmitting and storing images, the fundamental issue of protecting the confidentiality, integrity as well as the authenticity of
images has become a major concern. Over the years, various hidden and secret communication techniques aimed at
addressing this need, have been proposed [6-9].
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The VLSI implementation of digital image processing systems requires high-speed and low-power techniques, as well the
consideration of a certain measure of security during the transmission. One of the methods of designing high- speed and low-
power VLSI digital systems is by using the residue number system (RNS) [4]. The RNS has no carry chain and offers high-
speed operations [10,11]. The high-speed gained by the RNS parallelism can then be traded-off for low power consumption
[12,13]. In this paper, enhancement of Residue Number System in encryption and decryption of image based on three
traditional moduli set with the assistance of New Chinese Remainder Theorem algorithm is addressed.

2.0 Materials and Methods

A residue number system is defined in terms of a relatively-prime moduli set {Py, P, ...... ,Pn} that is gcd(P;,P;) =1 for i # j.
A weighted binary number X can be represented as X=(x;, X»,...,X,), where
xi =X mod P; =/X/,i, 0 <xi <P &)

Such a representation is unique for any integer X in the range [0, M-1], where M=P; P,...P, is the dynamic range of the
moduli set {P1, P2... Pn} [14]. Addition, subtraction and multiplication on residues can be performed in parallel without
carry propagation. Hence, by converting the arithmetic of large numbers to a set of the parallel arithmetic of smaller numbers,
RNS representation yields significant speed up. Binary to residue conversion is very simple and can be implemented with
modular adders [15]. When binary to residue conversion of the needed operands had finished, arithmetic operations on RNS
numbers are performed in parallel without carry-propagation between residue digits. Hence, RNS leads to carry-free, parallel
and high-speed arithmetic. It should be noted that each modulo of the moduli set has its own arithmetic processor which
consists of a modulo adder, a modulo subtractor and a modulo multiplier. In order to use the result of arithmetic operations in
outside of RNS, the resulted RNS number must be converted into its equivalent weighted binary number. The algorithms of
residue to binary conversion are mainly based on CRT, MRC and New CRTs [16]. The CRT is defined as follows according
to the study of Mi [17].

Given a moduli set {m;,m,,m,....m,} with gcd(m;, m;) =1 for i# and dynamic range M= [1%-2 m;, then by the CRT an integer
X whose RNS representation is (X;,X»,Xs...x,) can be converted from its residue form as

X=Xzt nMilM-l)/i | |m 2

Where M;= m/m;and M;* is the multiplicative inverse of M; with respect to m;.

The CRT requires a modulo M (large-valued) operation, which is not very efficient. Recently, some new general alternative
conversion algorithms, the new Chinese remainder theorems (New CRT-I, Il and I11) have been proposed [18].

2.1 New Chinese Remainder Theorem-I (New CRT-I)

Given the residue number (Xy,X,,....x,), the corresponding decimal number X can be computed by X = x; + Pq|k; (X, — X1) +
KoPa( X3 —X2) +....+ K-y P Proa(Xn—Xn-1)lps...on-1p

Where k;P; = 1modP;... Py, ko P;P, = 1mod Ps...Py,..,K(.1) P1...Pr.s = Imod Py,

Based on the new CRT-I, the following proposition for n=3 are available.

Proposition 1 [18]:

For a three moduli set (P4, P,, P3), the binary number X = (xy, X5, X3) can be calculated as

X=Xy + [Ke(X2— X1 ) + Ko P (X3_X2)p2p3 P1 3)
Where k;P; = 1mod P,P; and k, P; P, = Imod P;

Based on New Chinese Remainder Theorem, efficient residue-to-binary conversion algorithm have been proposed and the
design of several efficient residue-to-binary converter technique [19,20]. The proposed image decoder residue-to-binary
converter can be very efficiently designed using VVLSI technology.
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Thus, the proposed encoder part, the moduli set is selected according to this proposed method. For example, for the [0,255]
range png image data, the moduli set {7,8,9} for the encoder design can be selected. Thus, the encoder consists of three 3-bit
channels of RNS image processors. The B/R converters and the three RNS image processors are based on the three low-cost
moduli {7,8,9} and can be efficiently implemented using VLSI technology.

2.2 Proposed Image Encryption and Decryption Technique

The image coding scheme consists of two parts: the encoding and decoding parts, based on the moduli set {2" -1, 2", 2" +1}.
The encoder is built by a Binary-to-Residue converter, which requires an RNS image processor of small word length. The
decoder is a Residue-to- Binary converters used to retrieve the encrypted bit stream according to the moduli set chosen.

2.3 Encoding and Decoding Process

The proposed designed system is divided into two main categories. The first category deals with the encoding that is mainly
carried out by the encoder (Binary-to-residue converter). The other category is the decoding, which is implemented by the
decoder Residue-to-Binary converter.

Category A: Encoding Part

1. The original digital image is read as a binary or decimal value.

2. The digital image data are encrypted into bitstream in a certain order according to the moduli set.

3. The encrypted bitstream is processed by the RNS image processor; hence the resulting image is encrypted.
The proposed encoder is shown in Fig. 1.

Digital Image BINARY TO RNS RNS IMAGE ENCRYPTED
INPUT CONVERTER PROCESSOR ™ BITSREAM

A\ 4
A 4

Fig. 1: Proposed Encoding Scheme

Category B: Decoding Part

1. The encrypted digital image is received and recognized each residue number.
2. Decode the encrypted bitstream back to binary.
The proposed decoder is illustrated in Fig. 2.

A4

RNS TO
ENCRYPTED > BINARY DIGITAL /ORIGINAL
BITSTREAM IMAGE

Fig. 2: Proposed Decoding Scheme

3.0 Results and Data Analysis
3.1 Security of the Proposed Image Scheme

Compared to the binary image coding, the proposed RNS image processing scheme has an encoder and a decoder, which is
modeled based on the operation of a three moduli set {2" -1, 2", 2" +1}. The end results of the RNS image encoder in this new
scheme are of small word length and are arranged into a certain encrypted bit stream in a certain order. An eavesdropper who
breaks into the network does not know the moduli set and the order of the encrypted bit stream that are computed in parallel.

17



Saheed and Gbolagade Al-Hikmah Journal of Pure & Applied Sciences Vol.3 (2016): 15-21

The decoder is a Residue-to-Binary converter to recover the encrypted bit stream in the corresponding order back to the
processed image data. The proposed method achieves high-speed and low-power VLSI implementation for image processing
such as digital image transform and digital image filtering. The design of the scheme is based on the residue to binary
converter [19,20].

3.2 Comparison of Results

The approach presented in this paper is compared to the RNS image coding scheme according to Ammar et al [1]. The
proposed scheme is more efficient for VLSI implementation. As illustrated in Table 1, the proposed scheme RNS algorithm
is New Chinese Remainder Theorem, while the RNS image coding scheme [1] is based on traditional Chinese remainder
theorem which requires a modulo-M (large valued) operation and it is not efficient for the implementation.

In addition, the proposed scheme moduli selection method and Residue to Binary converter design is efficient because it
requires no explicit use of modulo operation. This gives our approach added advantage in terms of both area and delay.
Furthermore, the approach proposed is suitable for all types of image formats and encrypts the whole image.

Fig. 3 is the image that is encoded by the proposed scheme. An attacker who breaks into a network does not know the moduli
set and the order of the encrypted bit stream that are computed in parallel. Fig. 4 presents the histogram of the input image
that is input to the encoder. Fig. 5 is the output image to the decoder while Fig. 6 is the histogram of the output image that is
output to the decoder. RNS serves three goals in this paper namely to increase the speed of transmission, reduce the area of
image data and increase the security level of transmission through computer networks.

Table 1: Comparison of the RNS Encryption Scheme

Schemes The range of | Image coding | VLSI Image formats | RNS Algorithm
Encryption component Implementation

Ammar et al | Part of the image | Several in both | Not suitable Grayscale image | CRT

(2001) encoding  and
decoding part

Wei et al (2004) | Whole picture Both encoding | Suitable Jpeg Modified CRT
and decoding.

Proposed Whole picture Both encoding | Suitable All image | NCRT

scheme and decoding formats

Fig. 3: Input image to the encoder
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Fig. 4: Histogram of the input image showing the distribution of the image pixels

Fig. 5: Output image of the decoder
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Fig. 6: Histogram of the output image showing the distribution of the image pixels

4.0 Discussion

In this study, the researchers investigated the application of RNS in digital image processing and proposed an encryption
scheme that is based on moduli set {2" -1, 2", 2" +1} that offers high speed, reduce area and low power VLSI implementation
for secure image processing. The end results of the RNS image encoder in this new scheme are in small word length and are
arranged in an encrypted order. A third party who breaks into the network does not know the moduli set. Further, the
proposed scheme is based on New Chinese remainder theorem algorithm which is more efficient than earlier approaches in
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terms of VLSI implementation and image format. The design of encoder, decoder for the image was carried out using
MATLAB tool. The results of the MATLAB simulation in histogram and the inherent features of residue number system
validate the security ability of the proposed scheme. Image encryption using the residue number system concept is presented
in this paper, the traditional moduli set is employed which required little hardware.
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